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An Intelligent Transportation System (ITS) plays a vital role in smart city
ecosystems by enabling vehicles to communicate with roadside units, cloud
servers, and other vehicles through the Internet. Numerous authentication
protocols have been proposed to secure communications in the Internet of
Vehicles (IoV), and recent studies have focused on enhancing user privacy
through two-factor authentication. However, a detailed cryptanalysis conducted
in this study reveals that an existing authentication protocol still suffers from
several security vulnerabilities. Furthermore, under a stronger attacker model, an

adversary who physically captures a device may extract the stored credentials,
impersonate a legitimate user, and clone the device. To address these limitations,
this study first presents a cryptanalysis of the existing protocol and then proposes
a new authentication protocol. The proposed protocol integrates biometric
authentication with a fuzzy extractor to derive cryptographic keys from
fingerprint data, thereby preventing attackers from obtaining valid secret
credentials even if a device is physically captured. Formal security analysis based
on the Real-or-Random (RoR) model demonstrates that the proposed
authentication protocol achieves strong anonymity, mutual authentication,
resilience against desynchronization, and perfect forward and backward secrecy
while resisting replay, impersonation, denial-of-service (DoS), and physical
attacks. Furthermore, formal verification using the Scyther tool confirms that the
proposed authentication protocol satisfies all specified security claims without
identifying any potential attacks. Performance evaluation demonstrates that the
proposed authentication protocol achieves the lowest execution time among the
compared protocols, indicating its suitability for resource-constrained loV
devices.

Correspondence:
dudi.nurkifli@staff.unsika.ac.id

1. INTRODUCTION

In Intelligent Transportation Systems (ITS) for smart cities, communication technologies continue
to evolve to support interactions between vehicles and their surrounding environments. These include
Vehicle-to-Vehicle (V2V), Vehicle-to-Roadside (V2R), Vehicle-to-Infrastructure (V2I), and Vehicle-to-
Everything (V2X) communication (Shi et al., 2025), (Aman & Javaid, 2021), (Xue et al., 2022). V2V
enables vehicles to exchange information with one another to detect nearby vehicles and prevent road
accidents. V2R refers to communication between vehicles and roadside units positioned along the road,
which typically forward relevant information to the service provider. V2I supports communication between
vehicles and infrastructure components such as traffic lights, road signs, and cameras, allowing vehicles to

receive timely warnings about road conditions or accidents ahead. V2X integrates all these communication
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types, enabling vehicles to interact with diverse entities in the ITS environment (Yafoz et al., 2026), (Singh

et al., 2026), (Khan et al., 2026).

Because these communication channels rely on wireless transmission over public networks, they are
exposed to significant security threats such as eavesdropping, replay attacks, and denial-of-service (DoS)
attacks. A particularly severe threat occurs when an attacker physically steals a vehicle’s onboard device,
especially when the vehicle is parked in a public area. Similarly, attackers may steal a smart card used for

vehicle access, enabling them to unlock and operate the vehicle illegally.

Several researchers have attempted to address the security challenges in the Internet of Vehicles
(IoV), which serves as the communication backbone of Intelligent Transportation Systems (ITS) (Zhang et
al., 2023), (Javaid & Aman, 2020), (J. Wang et al., 2022), (Zhang et al., 2023). Among them, (Sibahee et
al., 2024) proposed a two-factor authentication protocol to enhance security in loV. However, the
cryptanalysis presented in this study reveals that their protocol contains several security weaknesses and

remains vulnerable to well-known attacks.

Recent studies have proposed various authentication protocols to improve IoV security. (Tiwari &
Kumar, 2026) and (Huang & Chen, 2026) proposed blockchain-based authentication protocols for the IoV
environment. However, their protocols do not provide resistance against physical attacks and fail to address
the desynchronization problem caused by communication flooding attacks. (S. Kumar et al., 2026)
proposed an ultra-lightweight authentication protocol; however, it does not provide resistance to denial-of-
service (DoS) attacks or strong anonymity. Similarly, (Lin & Yang, 2026) proposed a PUF-based
authentication protocol. Nevertheless, their protocol does not provide resistance against physical attacks
because an attacker who captures a device may compromise the stored credentials or exploit the
programmable characteristics of the PUF. Motivated by these limitations, this study proposes a new
authentication protocol to address the identified weaknesses and performs formal security analysis to
demonstrate that the proposed authentication protocol satisfies the required security properties and resists

various security attacks. The main contributions of this study are summarized as follows.

1) Cryptanalysis of Sibahee et al.’s protocol to identify its loopholes and security vulnerabilities.
(Sibahee et al., 2024)

2) Proposal of a new authentication protocol based on biometrics and fuzzy extractors. The use of
biometric-based fuzzy extractors helps address noise in fingerprint readings and enhances resistance
to side-channel attacks and device-theft scenarios. The proposed protocol also preserves essential
security features such as mutual authentication, anonymity, and others.

3) Formal security analysis using the Real-or-Random (RoR) model, which simulates realistic attack
scenarios such as device theft, smart-card extraction, and replay attacks. The results demonstrate that

the proposed protocol satisfies the expected security requirements under the RoR model.

The remainder of this manuscript is organized as follows. Section I presents the
introduction. Section II describes the preliminaries and fundamental concepts. Section III provides the
methodology. Section IV reviews Sibahee’s protocol, presents its cryptanalysis, introduces the proposed

protocol, and discusses the formal analysis. Finally, Section V concludes the paper.
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2. RESEARCH METHODS

This section explains about the materials of the research and the equipments used as the method.

There is also explanations about the steps of solving the problem.
2.1. Biometrics

Biometrics is one of the authentication factors that leverages unique human characteristics, such as
fingerprints. During the registration phase, the user provides a fingerprint (Bio), which is stored in
processed form on the device. During login, the user presents a new fingerprint sample (Bio”), and the
system compares Bio and Bio’. If they match, authentication is successful. However, biometric samples are
rarely identical over time due to noise, environmental factors, sensor imperfections, or changes in the user’s
finger condition. As a result, Bio and Bio’ may differ slightly, causing authentication failures. To overcome
this issue, a fuzzy extractor is employed to stabilize the biometric features and tolerate the inherent noise

(Sibahee et al., 2024), (Zahednejad & Gao, 2023).
2.2. Fuzzy Extractor (FE)

A fuzzy extractor consists of two core functions: Generate and Reconstruct. Generate:
This function takes a biometric input Bio and outputs a stable secret key along with helper data:
(KeyBio, HelpData) = Generate(Bio). The helper data does not reveal the biometric information but
enables successful reconstruction later. Reconstruct:
This function takes a noisy biometric sample Bio' along with the helper data and reconstructs the same
secret key as long as Bio'is sufficiently close to the original Bio: KeyBio =
Reconstruct(Bio’, HelpData). The fuzzy extractor thus ensures that even when the biometric input varies
slightly, a consistent and reliable key can still be generated for authentication (Dodis et al., 2004), (X. Wang
& Xie, 2025), (Wen & Su, 2025), .

2.3. Attacker model

The attacker model considered in this study follows the Dolev—Yao (DY) model (Dolev & Yao,
1983) and (N. Kumar & Chaudhary, 2026). Under this model, the attacker has full control over the public
communication channel and can intercept, eavesdrop, replay, modify, inject, and block transmitted
messages. Furthermore, the attacker is assumed to possess stronger capabilities, including physically

capturing a device and extracting the credentials stored in its memory.

2.4. Security Requirements for the IoV Environment
1) Strong Anonymity: The protocol preserves the anonymity of legitimate users by preventing the
disclosure of their real identities while ensuring untraceability across multiple communication
sessions.
2) Perfect Forward and Backward Secrecy: The protocol ensures that the compromise of current secret
credentials does not affect the confidentiality of previously established or future session keys.
3) Mutual Authentication: The protocol enables the communicating parties to authenticate each other

before establishing a secure communication session.
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4) Resilience Against Desynchronization: The protocol incorporates a recovery mechanism to maintain
synchronization between communicating entities in the presence of communication interruptions
caused by denial-of-service (DoS) attacks, network failures, or power outages.

5) Resistance to Physical Attacks: The protocol protects sensitive credentials even if an attacker
physically captures a device and attempts to extract the information stored in its memory.

2.5. Method
The methodology of this research consists of several key steps, described as follows:

1) In-depth analysis of Sibahee et al.’s protocol. A comprehensive review is conducted to fully
understand the structure, operations, and security assumptions of the protocol proposed by Sibahee et
al.

2) Cryptanalysis. The original protocol is reconstructed, and multiple attack scenarios are applied to
identify potential loopholes and security weaknesses. This step evaluates how the protocol behaves
under common adversarial conditions.

3) Proposal of a new protocol. After identifying the vulnerabilities in Sibahee et al.’s scheme, a new and
improved authentication protocol is designed. In this study, the proposed protocol incorporates
biometric authentication combined with a fuzzy extractor to enhance robustness and resist security
threats such as device theft and side-channel attacks.

4) Formal security analysis. The Real-or-Random (RoR) model is used to formally verify that the
proposed authentication protocol achieves the required security properties. This analysis includes
mathematical formulations and security proofs to demonstrate resistance against well-known attacks,
including replay, impersonation, and device compromise attacks. In addition, formal security
verification is performed using the Scyther tool to provide further evidence that the proposed

authentication protocol satisfies the specified security claims.
3. RESULTS AND DISCUSSION

This Section consists of a brief review of Sibahee et al.’s protocol, the cryptanalysis of their scheme,
the proposed new protocol, and the formal analysis using the RoR model.

3.1. Review of the Sibahee et al.’s protocol

This subsection presents a brief overview of the protocol designed by Sibahee et al., which consists

of two main phases: registration and mutual authentication.
3.1.1. Registration between RSU and Server

The server selects the identity [Dp, and the key Kr,, computes Kr4_gj = h {IDR}. [| KTA}, stores D,
and sends IDR]., Kr4_gj to the RSU. Upon receiving the values, the RSU stores the received information.
3.1.2. Registration between Onboard Unit (OBU)/User and Server

Step 1: The OBU selects IDy,, PW, n; and computes: 4; = h(IDUiHPWHrh), A, = h(IDUl.Hrh),
then constructs the registration request: {I Dy, m, Ay, Az}and sends it to the server. Step 2: Upon receiving

the registration request, the server verifies whether 4, = h(IDUiH?h) holds. It stores A,, and computes:
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Az = h(IDTA”KTA“Az)@ A, Ay = h(AZHKTA) ® h(A:]l4;), As = h(A4]lAz||A,). The server
constructs the registration response {As, A4, As, ID7,} and sends it to the OBU. Step 3: Upon receiving the
response, the OBU computes B; = h (IDUl.|| PW) @ ny and stores {A3, A4, As, By, ID74}.
3.1.3. Mutual Authentication
This subsection describes the mutual authentication procedure defined in the Sibahee et al. protocol.
Step 1: Authentication Initiation (OBU — Server). The user inputs (IDy,, PW). The OBU derives:
n = h (IDy,|| PW) @ By, A; = h(IDy,[[PW||n,), A, = h(IDy,||n,). 1t verifies: As=? h(A;||A4,]|A,).
Then the OBU generates 77, and computes: B, = A; @ A, = h(IDTA||KTA||A2), B; =B, @& n,, B, =

|1DRJ|

h (IDTA B, | [A,] |n2| |T1). The OBU constructs: Ly, = {33, By, IDr4, Az, 1Dy, Tl} and sends it to the
server.

Step 2: Server Verification and Response (Server — RSU). Upon receiving L, the server

generates T,, verifies IDy, & Ty, and computes: B, = A; @ A; = h(IDTA| |KTA| |A2), N, =B, ®B3, By =

By |4, |

|IDR1'|

h (IDT " 15| |T1). If B, = B,, the server retrieves IDRJ., generates 13 and T3, and computes:

Kra_gj = h{IDRj” KTA}s By =h(KTA—Rj| |1DR]-| |1DTA) @ n, CG=h(m) & n; (=
h(Kra-grj1In21Im311T5). The server prepares: AUT; = {IDR]., Bs, Cy, Cy, T3} and sends it to the RSU.
Step 3: RSU Verification and Response (RSU — Server). Upon receiving AUT;, the RSU computes

Ty IDg, & Ty, 115 = h(Kra-gjl |ID,| [1D7) ®Bs. 15 = h(n,) ® Cr. C = h(KrazplIn3|n3|1T5). 1€ C5

= C, , it generates 17, and computes: SK = h(n,1n31n4), C3 = h(Kra_gjlIns) @ M4, C4 = IDp; ®

R(141C). Cs = b (SKllIDra

|IDRj|

774||T4). The RSU constructs: AUT, = {C3, C,, Cs, T,} and sends it
to the server.

Step 4: Server Verification and Response (Server — OBU). Upon receiving AUT,, the server

generates Ts, verifies Ty, and computes: 173 = h(Krs_g;l|73) © Cs, ID,’QI. = C, ® h(n;]|C3). The server

verifies whether ID,’Qj =? IDR}., then computes: Cs = h (SKR [|ID4 N4l |T4), and verifies C¢ =? Cs.

o

It computes: SKr = h(n,1In311n4), D1 = h(m21142), D, = h(n2||n3) ®n4, D3 = h(SK7||A2[n3]114]1Ts),
AUT; = {D,,D,, D3, Ts}. The server sends: AUT; = {D;, D,, D3, Ts} to the OBU.

Step 5: Final Verification (OBU). Upon receiving AUT;, the OBU generates Ty, verifies Ts, and

computes: 13 =Dy ®h(n2ll42), mi= Dy ®h(malln3),  SKp = h(nllnzliny) ., Di=
h(SKg||A21|1n51n2]1Ts)). It verifies: D; =? D;. If valid, the shared session keys match: SKz = SK;= SKj.

3.2. Cryptanalysis of the Sibahee et al.’s protocol

This subsection presents the weaknesses identified in the protocol proposed by Sibahee et al. The

vulnerabilities are summarized and explained as follows.

3.2.1. Inability to Withstand Side-Channel Attacks
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The protocol fails to resist side-channel attacks. The evidence is shown through the following

adversarial scenario:

)]
2)
3)
4)

The attacker physically steals the user’s device.

The attacker obtains all transmitted data from the public communication channel.

The attacker performs a side-channel attack on the stolen device.

Because the device stores {A3, A4, As, By, IDg,} in plaintext and not in encrypted form, the

attacker can easily extract these values.

Based on this scenario, it is clear that the protocol does not provide proper protection against side-

channel attacks.

3.2.2. Vulnerability to Password and Identity Guessing Attacks

The protocol also fails to withstand password-guessing and identity-guessing attacks. The attack steps

are as follows:

D
2)
3)
4)
5)

The attacker guesses a password candidate PW;" from the password dictionary Dy,

The attacker guesses an identity candidate Dy, from the identity dictionary Dyg.

The attacker computes: n; = h (IDZ‘,i||PWL-*) @ B;.

The attacker computes: A; = h(ID; [PPW;|| n3), A5 = h(IDy |1 n7), As = h( A3l A3l1A,).

If Az = A, the attacker has discovered the correct identity and password pair.

Once the attacker obtains valid credentials, they can perform impersonation attacks and other

credential-based attacks. The above steps clearly show that the protocol cannot withstand password-

guessing or identity-guessing attacks.

3.2.3. Vulnerability to Impersonation Attacks

1)
2)

3)

The protocol also allows an attacker to impersonate a legitimate user. The attack proceeds as follows:

The attacker inputs the guessed identity/Dy;, and password PW;"into the device.

The attacker computes: n; = h (ID;|[PW;") @ By, Aj = h(ID,|IPW; || n;), A5 = h(IDg, || n3),
s = h(A1ll A3]144).

If the verification Az = Assucceeds, this confirms that the attacker’s guessed credentials are correct.

Thus, the attacker can authenticate as the legitimate user. This demonstrates that the protocol is

vulnerable to impersonation attacks.

3.2.4. Failure to Achieve User Anonymity

The protocol does not protect user identity. Because an attacker can recover the actual

identityl DUl. through eavesdropping, message interception, or by reading unprotected values stored in the

device, the protocol fails to provide identity protection. Therefore, user anonymity is not achieved.

3.2.5. Lack of Perfect Forward and Backward Secrecy
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The protocol does not update critical values or long-term secrets in each session. As a result: If an

attacker obtains the current session key, they can derive both past and future session keys. This violates

the security requirements of: Perfect Forward Secrecy (PFS) and Backward Secrecy (BFS). The absence of

session-dependent key updates makes the protocol weak against key-compromise attacks.

3.3. Proposed protocol

This subsection presents the proposed authentication protocol, which consists of two main

processes: registration and mutual authentication between the vehicle (user/smartcard) and the server.

Before discussing the registration and mutual authentication phases, this subsection first presents the

cryptographic notations used throughout the manuscript. The cryptographic notations are summarized in

Table 1.
Table 1. Cryptography Notations
No Notations Descriptions
1 User;p User identity
2 PIDys Pseudo identity
3 v; The nonce is updated in every session
4 Secrety, Secret key between user and server
5 SKgy The session key is updated in every session
PIDysg,,
= {pidsynli Didsyn,, Didsyn,, .. Didsyn, The pseudonym-—secret key synchronization
6 Secrety, pair is used whenever desynchronization
Syn occurs
= {Secret,(synl,SecretKSynz,Secrethl
The fuzzy extractor (Generator and
7 (Kg,, helpdata) = FE.Gen(,) Reconstructor) is used to generate and
Ky, = FE.Rec(@,, helpdata) reconstruct the biometric key from the
fingerprint.

3.3.1. Registration Phase

1) Step 1: The user/smartcard sends the user identity and a registration request to the server:

2)

3)

User;p, Registrationgegyest-

Step 2: The server generates the following parameters: User secret key Secrety,., User
pseudonym: PIDyg, Synchronized pseudonym set: PIDyss,, = {pidsynl, pidgyn,, Pidgyn,, ...pidsynn}
Synchronized secret keys: Secret,(ussyn = {Secret,(synl,SecretKSynz,SecretKSyn3, ...SecretKSynn}.
The server stores: Useryp, Secrety, ., PIDys, PIDUSSyn, SecretKUSSyn. Then the server sends:
{User;p, Secrety,s, PIDys, PIDUSSyn, SecretKUSSyn} to the user/smartcard over a secure channel.

Step 3: Upon receiving {Secrety, ., PIDys, PIDysg,,,., S ecretKUsSyn}, the user or smartcard: Imprints

biometric: @,,. Generates fuzzy extractor output: (K@U, helpdata) = FE.Gen(@,). Protects the

server-issued secrets using biometric key: Secretg, = Secrety, ®h(Ky,), PID{% =
PIDys®h(Ky,), Secretﬁ’;cssyn =SecretKUSSyn®h(K¢U) , P1D5§§yn=PlDussyn€Bh(K¢U) .The

registration phase is securely completed.

3.3.2. Mutual Authentication Phase
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Mutual authentication is performed between the vehicle (OBU/smart card) and the server when the

vehicle requests services such as predictive vehicle maintenance, over-the-air (OTA) updates, fleet

management, or safety enhancement. The authentication phase is illustrated in figure 1.

Login:

imprints Biometric: @,
Extracts:

K3, = FE.Rec(@,, helpdata)
Decrypts: Secrety,,, = Secreti¢
PIDys = PIDG®h(Ky,)
Secretxussy" = Secret,?“fsgy“&)h(f{@u)
P[DUSS]/n = PlDf}2§yn$h(Kgu)

Select: PIDy

Generates nonce: v,

Protects : vi"* = v, @®h(Secrety, )

Computes Auth, = h(v{™¢||v,||User;p||PIDys)

Dh(Ky,)

“ Smartcard/V

M;: PIDyg,vi"¢, Authy }

Server

M,: {PIDJE™™, SKER, Auth,)

&
€

Verifies: Auth,,

Decrypts: PID}$¥ = PIDJEY"" @h (ul ||Sea"eckus|
SKsy = SKS“®h(Secrety | |User;p)

Updates: Secretgyy = h(Secrety, || v;)

Protects:

Secretie ™ =Secretie" ®h(Ky,)
PIDRE™ = PIDES ®h(Ky,)

enc enc®
Stores: Secretyyy , PIDGS"

new

User,D)

Verifies: PIDyg

Decrypts: v; = vi"“@®h(Secrety,, )

Computes: Auth; = h(v{™||v,||User;p||PIDys)
Verifies: Auth, 7= Auth;

Updates : PIDj§Y

Protects:

PIDRE™™ = PIDJS" @h (v, ||Secrety, |
Generates Session Key: SKsy;

Protects: SK§j}¢ = SKsy@h(Secrety, ||Userp)
updates

new _—
Secretgy! =
Auth, = h (Userw ‘\ulﬂSec'retKuJ

enc
Stores: PIDjE™ ", Secretgs¥

Userm)

h(SecTetKusH vy)

PIDRE™"™ ||SKS* )

Figure 1. Authentication Phase

Step 1: User Login and Sends Message M: (User — Server). The user logs in and provides a

biometric @,,. The smartcard reconstructs the fuzzy-extractor key: Ky, = FE. Rec(@,,, helpdata). Decrypt

stored parameters: Secrety, . = Secret

enc

SecretKUSS

nOh(Koy). PIDyg = PID

generates a nonce v;. Protects the

enc
USsyn

enc
Kys

nonce:

anc

= v, @h(Secrety,).

©h(Kp,), PIDys = PID{5‘®h(Kp,), SecretKUSSyn =

@®h(Ky,).The smartcard selects a pseudonym PIDys and

h(v{™||v,||User;p||PIDys) The smartcard sends M;: PIDys,vi™, Auth, }to the server.

Verification

the

Step 2: Server

receiving My: PIDyg,vi™¢, Auth,},

and Sends

s€rver

Message

Verifies PIDys.

Computes: Auth, =
M: (Server — User). Upon
Recovers the nonce: wv; =

vfnCGBh(SecretKus). Computes: Auth; = h(vi™||v,||User;p||PIDys) and verifies Auth, ? = Auth;.

Updates the wuser pseudonym:

PIDj¢" ®h (v1||SecretKUS||User,D). Generates the session key: SKgy. Protects it: S

SKsy@h(Secrety, ||User;p).

Auth, = h (User,D

enc

sends: My: {PIDJE"™"", SK&I°, Auth, }.

Step 3: User Final

newenc

receiving M,: {PI D{ié

enc

PID}$" = PID}i§¥

SKSj°@®h(Secrety,, . ||User;p). Updates the user secret: Secret

A |SecretKUS|| PID}}E”

PIDJEY .

Updates the user secret: Secrety

enc

Verification

@h (v1 ||SecretKUS|| User,D).

Protects  the

new
us

||SK586‘C). The server stores PIDJEY ", Secret

and

Recovers

new
Kys

Update

enc

new pseudonym: PIDj¢”

KEpe =
= h(Secrety,|| v,). Computes:

new

Koo and

(User Side). Upon

,SKSeIS‘C,Auch}, the user verifies Auth,. Recovers the updated pseudonym:

the  session  key: SKgy =

= h(Secrety, || v1). Protects stored
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secrets for the next login: Secretﬁg‘;"en%Secretﬁg"‘s’@h(KQU), P1D3§Wenc* = PIDj$" ®h(Ky, ). Stores:

S ecret%‘g’enc, PIDZ}gWenC . The mutual authentication is successfully completed.

3.4. Fromal analysis

The formal analysis is conducted under the Real-or-Random (RoR) model (Zahednejad & Gao, 2023),
(Lee et al., 2022), (Bagheri et al., 2024), (Saleem et al., 2024), (Ryu et al., 2022). This analysis presents the
participants and their roles, the adversary’s capabilities, the RoR game-based proof, and the semantic

security of the session key.
3.4.1. Participants and their roles

The participants in the protocol are the user/smartcard and the server. A partnering relationship is
established between these two entities when they authenticate each other and successfully preserve user
privacy. Freshness is achieved by updating credentials in every session and using nonces, which enables
the protocol to detect replay attacks and man-in-the-middle attacks even when an adversary attempts to

compromise the communication.
3.4.2. Adversary Capabilities

execute TT5% T15): The attacker can eavesdrop on and intercept all messages exchanged between the

user/smartcard and the server over the public channel.

[Tsena (IT°%, m): The attacker can conduct replay attacks by injecting or resending previously

intercepted messages retrieved from the public channel.

[corruptsmartcara (I1°*): The attacker can steal the smartcard/device and perform side-channel

analysis to extract sensitive information stored in the smartcard’s memory.

eese T T15): The attacker attempts to guess the session key by issuing the Test query. The
challenger returns either the real session key or a random value based on a probabilistic coin flip. If the

attacker’s guess satisfies C=C’, the attempt is considered successful; otherwise, it fails.
3.4.3. The proof the ROR model

Hypothesis: The hypothesis is constructed using the RoR game-based proof model, where the
adversary A is allowed to perform the following queries: [Jexecute [I°5T15)s [Tsena (TT5% M),
Meorrupesmartcara TT5Y), Teese (TTS* TT°)- The advantage Adv of adversary A in attacking the proposed
protocol Pro within time T, where the protocol uses the hash function H and biometric key B with

respective complexity bounds h? and b?, and attempts to guess the session key (SK), is formally expressed

2 2
as: Advﬁf{o (T) < IHLTI + :%I + 2Adv:fiK(T), where AdvjiK(T)) must remain negligible (an infinitesimal

value @).

Proof: The proof is modeled using oracle-based game transitions. The analysis is divided into five
games Game; (from G to G,). Each game represents the probability P of the adversary A succeeding in
guessing the correct credentials based on the Test query (coin flip).

The general notation is: P[Succzamei(T)].
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Game G : Actual Attack Setting. This represents the real execution of the protocol in the presence

of an adversary. The adversary attempts to guess the session key and relies on the coin flip C. Thus, the

adversary’s advantage is: Adv’y°(T) = [2P[Succ;*™° (T)] — 1].

Game G,: Adversary Executes [],yecute ([15% [1°). Here, the adversary eavesdrops and intercepts
messages exchanged between parties. However, since the messages are encrypted, the adversary gains no

additional information. Hence: P[Succ§"™* (T)] = P[Succ;*™* (T)].

Game G,: Adversary Executes [[sonq([][°*, m). The adversary performs replay attempts and tries to
obtain credentials. Because: credentials are encrypted, credentials are updated every session, and one-way

hash functions are collision resistant, the attacker cannot recover valid credentials. Therefore, the

2
probability difference is bounded by: |[P’[Succcf3a"w2 (T)] - [P’[Succj{mw1 (T)]| < %.

Game G3: Adversary Executes [|corrupesmartcara ([1°*). The adversary steals the smartcard and
attempts a side-channel attack. However, since: the biometric is unique and the biometric-derived key

cannot be generated by the adversary, the advantage difference is bounded by: |]P’[Succcfiame3 (T)] -

b2

P[Succ§™™*(T)]| < R

Game G,: Adversary Executes [z ([[5% [1%). The adversary attempts to distinguish the real
session key from a random key by flipping a coin.

Since: the protocol preserves session-key secrecy, adversaries cannot infer the key from public messages,

and credentials remain encrypted even after smartcard theft, we have: |]P’[‘S‘ucccf;lme4 (T)] -
]P’[Succcfimne3 (T)]| < Advj{( (T). Because the Test query returns a real or random session key with equal

probability: P[Succ 3™ (T)] = i

Combining the Results of Games Gy—G,. iAdvf{" (T) = |[P’[Succfimne4 (M) = §| =

|]P’[5ucc:game° (T)] - P[Succcgame"‘ (T)]| < Z?=O|P[Succzamei“ (T)] — ]P)[Succfiamei(T)” = % +

2
% + AdvjiK (T). Therefore, the complete notation of the adversary’s probability of revealing the session

key in the proposed protocol is expressed as follows, which confirms the formulated hypothesis:

2 2
Adv"(T) < l%l + %l +24dvSK(T) .

3.4.4. Semantic security

Theorem 1: The proposed authentication protocol provides mutual authentication. Proof: Both parties
in the protocol are able to authenticate each other. In Step 1, the user/smartcard

sends My: {PIDys,vi"™¢, Auth,}, and the server verifies Auth, by checking PIDyg, User;,, and v;. The

server then sends M,: {PID{}fWenC

,SKS¢, Auth,}, which is validated by the user/smartcard. Since each
party successfully verifies the authentication message received from the other, the proposed protocol

achieves secure mutual authentication.
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Theorem 2: The authentication protocol achieves strong anonymity, meaning that it simultaneously
provides anonymity, unlinkability, and untraceability. When a protocol satisfies all three properties at the
same time, it is said to achieve strong anonymity. Proof: The protocol never transmits the actual user
identity over the public channel; therefore, even if an attacker eavesdrops on or intercepts the
communication, the real identity cannot be obtained. Furthermore, all secret credentials are updated in every
session, and the pseudonymous identity is refreshed each time. Even if an attacker collects public-channel
data or performs a stronger attack, such as stealing the device, the stored credentials remain protected by
the biometric-derived key and cannot be extracted. Consequently, the protocol simultancously ensures

unlinkability, untraceability, and anonymity, thereby achieving strong anonymity.

Theorem 3: The protocol achieves session key security even if an attacker steals the device or conducts
a side-channel attack. Proof: The session key is generated by the server and is protected using a secret key.
Both the session key and the secret key are updated in every session, ensuring freshness and resistance to

compromise. During communication, the server sends SK&}

¢ to the user; even if an attacker intercepts this
value from the public channel, they cannot derive the session key because they do not possess the
corresponding secret key required for decryption. Likewise, stealing the device or performing a side-
channel attack does not help the attacker, as all stored credentials are protected using a biometric-derived
key. Therefore, since the attacker has no feasible means to obtain or decrypt the session key, the protocol

successfully achieves session key security.

Theorem 4: The proposed protocol achieves perfect forward and backward secrecy, even if an attacker
steals the smartcard and obtains the data stored in its memory. Proof: If an attacker performs a strong attack
by stealing the smartcard and extracting all data from its memory, the attacker can only obtain encrypted
information, since every stored credential is protected by a biometric-derived key. Moreover, the protocol
updates all critical credentials—including pseudonyms, secret keys, and session keys—in every session.
As a result, the attacker has no opportunity to recover past session keys (forward secrecy) or future session
keys (backward secrecy), because the previous and subsequent secrets cannot be derived from the

compromised data. Therefore, the protocol successfully achieves perfect forward and backward secrecy.

Theorem 5: The proposed protocol withstands replay attacks. Proof: If an attacker intercepts the
message M;: PIDyg,vi™¢, Auth,} from the public channel and replays it in a later session, the protocol can
easily detect that the message is outdated. This is because the protocol updates all critical values in every

session: the user generates a new nonce v{**¥, a new pseudonymous identity PID}¢", and a new secret

new®enc

®eW. The new encrypted nonce is computed as v] = v @h(Secret;s”). Upon

key Secretyyq.
receiving a replayed message, the server verifies the authentication tag by comparing Auth, =

h(vi™||v ||User;p||PIDys) with the newly expected value Authy,,, =

newenc
h(vi

[lvi®¥ [|User;p ||PID;S" ). Since Auth; = !Authy,,,,, the server immediately detects that the
message is a replay of a previous session. Therefore, the proposed protocol effectively withstands replay

attacks.

Theorem 6: The proposed protocol withstands man-in-the-middle (MitM) attacks. Proof: Similar to
the replay attack scenario, a MitM attacker may intercept Auth; = h(vi"¢||v,||User;p||PIDys) from the

public channel and then attempt to impersonate the server. The fake server may generate forged values such
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enc

fake fake
as PID(S™ ™, Authpqye, = h(PID{}_S‘i’fakel|SK_§[}Efake,Ufake), and then send {PID;¢™" ", Authysgpe,

.. . k.
} to the user. However, the legitimate user can easily detect the attack because PID{}§Wfa ‘1= PIDjEY

and Authgqy,,! = Auth, Since the attacker cannot derive the correct pseudonym, secret key, or
authentication tag, the forged message fails verification. Therefore, the proposed protocol successfully

withstands man-in-the-middle attacks.

Theorem 7: The proposed protocol withstands physical attacks. Proof: If an attacker steals the device
and attempts to extract the actual credentials stored in memory, the attack will fail because all stored
credentials are protected using the biometric-derived key Kj,,. Since the attacker has no means to obtain or
reconstruct the user’s biometric key, they cannot decrypt or recover any sensitive information stored on the

device. Therefore, the proposed protocol effectively withstands physical attacks.

Theorem 8: The proposed protocol withstands impersonation attacks. Proof: Even if an attacker
intercepts messages from the public channel and steals the smartcard, they still cannot obtain the actual
identity of the user because the protocol employs pseudonymous identities that are updated in every session.
This makes it extremely difficult for the attacker to derive or reconstruct the real user identity. Since
impersonation requires knowledge of the legitimate identity and valid credentials—both of which remain

protected and inaccessible—the proposed protocol successfully withstands impersonation attacks.

Theorem 9: The proposed protocol withstands password-guessing attacks. Proof: The proposed
protocol does not use a password as an authentication factor; instead, it relies on the uniqueness of the
user’s fingerprint or biometric features for authentication. Since no password is involved in the
authentication process, an attacker has no opportunity to perform password-guessing or dictionary-based

attacks. Therefore, the protocol effectively prevents and withstands password-guessing attacks.

Theorem 10: The proposed protocol resolves desynchronization problems. Proof: If
desynchronization occurs, the user/smartcard initiates communication with the server by sending the

synchronized pseudonym pid along with a nonce encrypted using the synchronized secret key.

syny
Specifically, the smartcard generates a synchronization nonce vsy, and protects it asvgy =
vsynleah(Secrethynl). It then computes the synchronization authentication code Auths,, =

h(pidgyy, ||vsyn L | |vgys) and sends the message Mgy, {pidsyn I Uf;lﬁ,Authsyn} to the server. The server

verifies the authentication code; if Authg,, = Auths,,, the synchronization succeeds, otherwise the
process fails and communication is aborted. Therefore, by using synchronized pseudonyms, encrypted
synchronization nonces, and authentication codes, the protocol is capable of resolving desynchronization

issues while preserving strong anonymity.

Theorem 11: The proposed protocol withstands denial-of-service (DoS) attacks. Proof: Because the
protocol is capable of resolving desynchronization issues, even if an attacker attempts to flood the network
and temporarily disrupt communication, either party can re-establish synchronization by sending the
synchronization variables. This ensures that the service remains available and communication can continue.
Since the protocol can automatically recover from desynchronization, as demonstrated in Theorem 10, it
inherently provides resistance to DoS attacks. Therefore, the proposed protocol successfully withstands

denial-of-service attacks.
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3.5. Formal Security Verification Using Scyther

To further strengthen the security analysis of the proposed authentication protocol, formal security
verification was performed using the Scyther tool. Scyther is an automated protocol verification tool that
analyzes authentication protocols under the Dolev—Yao adversary model (Cremers, 2014), (Gerenli et al.,
2026), (Saleem et al., 2024), (Shariq et al., 2024), (Ghosh et al., 2025). The verification results of the

proposed authentication protocol are presented in figure 2.

Scyther results : verify x

Claim Status Comments f
BiometricFE Vehicle BiometricFEVehiclel Secretvi Ok No attacks within bo\.mcj'
BiometricFE Vehicle2  Secret userid Ok No attacks within bound

BiometricFE Vehicle3 Niagree ok No attacks within bound

BiometricFE Vehicle4  Nisynch Ok No attacks within bound

BiometricFE Vehicles  Alive Ok No attacks within bound

BiometricFE Vehicle6 Weakagree Ok No attacks within bound

Server  BiometricFE,Server1  Secretsecretkus Ok No attacks within bound
BiometricFE,Server2  Secret SKsu Ok No attacks within bound

BiometricFE,Server3  Niagree Ok No attacks within bound

BiometricFE,Server4  Nisynch Ok No attacks within bound

BiometricFE,Server5  Alive ok No attacks within bound

Bone. BiometricFE,Server6  Weakagree Ok No attacks within bound

Figure 2. Scyther Verification Results

Figure 2 presents the formal verification results obtained using the Scyther tool. The verification
results indicate that all specified security claims are successfully satisfied, and no attacks were detected
within the verification bounds. Under the Dolev—Yao adversary model, the Scyther tool verifies the protocol
against network-based attacks, including impersonation, replay, and man-in-the-middle attacks, while also
confirming the authentication properties represented by Alive, Weakagree, Niagree, and Nisynch.
Furthermore, the secrecy claims for the user identity, session key, and secret values are successfully
verified. These results provide additional evidence that the proposed authentication protocol is secure

against the considered adversarial capabilities.
3.6. Comparison of Security Features and Execution Time

This section compares the proposed authentication protocol with existing authentication protocols in
terms of security features and execution time. The security features (SF) considered in this comparison
include SF1: mutual authentication, SF2: strong anonymity, SF3: session key security, SF4: perfect forward
and backward secrecy, SF5: resistance to replay attacks, SF6: resistance to denial-of-service (DoS) attacks,

SF7: resistance to physical attacks, and SF8: resistance to password guessing attacks.

For the execution time evaluation, the cryptographic primitives were implemented and evaluated on
an Arduino Uno R3 using the Tinkercad simulation environment. The evaluated cryptographic primitives
include SHA-256, Physical Unclonable Function (PUF), Elliptic Curve Cryptography (ECC), Rivest—
Shamir-Adleman (RSA), and the Fuzzy Extractor (FE). The measured execution times of the corresponding
cryptographic operations are Tgyazse:17.54 ms, Tpyp:3.16 ms, Tgee:38.13 ms, Tres:329.29 ms,
Trg: 17.13 ms, respectively.
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Table 2. Comparison of Security Features

The protocol SF1 SF2  SF3 SF4 SF5 SF6 SF7 SF8
(Sibahee et al., 2024) \ \ \ X \ X X X
(J. Wang et al., 2022) \ X \ X \ \ X \

(Lin & Yang, 2026) \ X \ \ \ \ X \
(Huang & Chen, 2026) \ X \ X \ \ X X
Porposed Protocol \ \ \ \ \ \ \ V

Table 2 compares the security features of the proposed authentication protocol with representative
authentication protocols from the literature (Sibahee et al., 2024), (J. Wang et al., 2022), (Lin & Yang,
2026), (Huang & Chen, 2026). As shown in Table 2, the proposed authentication protocol satisfies all eight
security features. In contrast, the compared authentication protocols satisfy only a subset of the considered
security features. Specifically, (Sibahee et al., 2024) and (Huang & Chen, 2026) satisfy four security
features, (J. Wang et al., 2022) satisfies five security features, and (Lin & Yang, 2026) satisfies six security
features. Therefore, the proposed authentication protocol provides more comprehensive security protection

than the compared authentication protocols.

Table 3. Comparison of Execution Time

Protocol Vehicle/Smart Card (ms) Server (ms) Total (ms)
(Sibahee et al., 2024) 12T514256=210.48 18T a256=315.72 526.20
(J. Wang et al., 2022) 6Tgcc + 6Tgyaz56=334.02 8_T§%C2-;ETSHA256 726.76

. Tpyr + 4Tgsa + Tpyr+2Tgsa +
(Lin & Yang, 2026) Toce=1358.45 Tyrc=699.87 2,058.32
2Tgcc + Trsa + 2Tgcc + Trsa +
(Huang & Chen, 2026) TTshanss=528.33 7 Top1p6=528.33 1,056.66
PrOpOSGd prOtOCOl 7TSHA256 + TFE=13991 4TSHA256=210'07 210.07

Table 3 compares the execution time of the proposed authentication protocol with representative
authentication protocols from the literature. The execution time of each cryptographic primitive was
measured on the same experimental platform, and the total execution time of each protocol was calculated
based on the number of cryptographic operations required. The proposed authentication protocol requires
139.91 ms on the vehicle/smart card side and 70.16 ms on the server side, resulting in a total execution time
0f210.07 ms, which is lower than those of Sibahee et al. (526.20 ms), Wang et al. (726.76 ms), Huang and
Chen (1,056.66 ms), and Lin and Yang (2,058.32 ms). The lower execution time is mainly attributed to the
reduced computational overhead of the proposed authentication protocol, which requires fewer
cryptographic operations than the compared authentication protocols while preserving the required security
properties. Consequently, the proposed authentication protocol is more suitable for resource-constrained

vehicular environments.

4. CONCLUSIONS AND RECOMMENDATIONS

This manuscript presents a cryptanalysis of the authentication protocol proposed by Sibahee et al.,
identifies its security weaknesses, and proposes a new authentication protocol to address the identified
limitations. Formal security analysis based on the Real-or-Random (RoR) model demonstrates that the
proposed authentication protocol achieves strong security properties, including mutual authentication,
strong anonymity, perfect forward and backward secrecy, and resilience against desynchronization. In

addition, the proposed authentication protocol provides resistance against replay, impersonation, denial-of-
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service (DoS), man-in-the-middle, and physical attacks. Formal verification using the Scyther tool further
confirms that all specified security claims are successfully satisfied without detecting any attacks.
Furthermore, the execution time evaluation shows that the proposed authentication protocol achieves the
lowest execution time among the compared authentication protocols, demonstrating its suitability for
resource-constrained IoV devices. Future work will focus on implementing and deploying the proposed
authentication protocol in real-world IoV environments to validate its practicality, scalability, and

performance under realistic communication conditions.
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    U s e r  I D ,     S e c r e t    K  U S ,     P I D  U S


   PID    U S Syn
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    A u t h 2
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   ∏  s e n d (  ∏  s u ,   m )


   ∏  c o r r u p t S m a r t c a r d (  ∏  s u )
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    𝒜 ^


   ∏  e x e c u t e (  ∏  s u ,    ∏  S )
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   ∏  t e s t (  ∏  s u ,    ∏  S )
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    𝒜 ^
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  T


  ℍ


  𝔹


    𝕙 2


    𝕓 2


  S K


    A d v    𝒜 ^  P r o  ( T ) ≤     𝕙 2   | ℍ | +     𝕓 2   | 𝔹 | + 2   A d v    𝒜 ^  S K  ( T )


    A d v    𝒜 ^  S K  ( T )


    𝕦 ^


    G a m e  i


    G 0


    G 4


  ℙ


    𝒜 ^


  ℙ  [   S u c c    𝒜 ^      G a m e  i ( T ) ]


    𝑮  𝟎


  C


    A d v    𝒜 ^  P r o  ( T ) =  ⌈ 2 ℙ  [   S u c c    𝒜 ^      G a m e 0 ( T ) ] − 1 ⌉


    𝑮  𝟏


   ∏  𝒆 𝒙 𝒆 𝒄 𝒖 𝒕 𝒆 (  ∏  𝒔 𝒖 ,    ∏  𝑺 )
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    𝑮  𝟐


   ∏  𝒔 𝒆 𝒏 𝒅 (  ∏  𝒔 𝒖 ,   𝒎 )
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    𝑮  𝟑


   ∏  𝒄 𝒐 𝒓 𝒓 𝒖 𝒑 𝒕 𝑺 𝒎 𝒂 𝒓 𝒕 𝒄 𝒂 𝒓 𝒅 (  ∏  𝒔 𝒖 )


   | ℙ  [   S u c c    𝒜 ^      G a m e 3 ( T ) ] − ℙ  [   S u c c    𝒜 ^      G a m e 2 ( T ) ] | ≤     𝕓 2  2  | 𝔹 |
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   ∏  𝒕 𝒆 𝒔 𝒕 (  ∏  𝒔 𝒖 ,    ∏  𝑺 )
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  ℙ  [   S u c c    𝒜 ^      G a m e 4 ( T ) ] =  1 2


    𝑮  𝟎


    𝑮  𝟒
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